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A proven solution from the UK'’s leading
security company

Detica DataRetain™ is a proven solution which has been
developed by Detica in close co-operation with several
leading CSPs and government agencies in the UK. It is the
latest in a range of world-class specialist products — such

as the award-winning Detica NetReveal™ fraud detection
solution — that are the fruits of over thirty years’ experience
of developing solutions to some of the most complex security
problems. We have a strong track record of developing,
supplying and supporting large-scale intelligence systems

for government and commercial organisations in the UK and
around the world. These typically involve capturing, storing
and analysing high volume, high speed and wide-ranging data
at exceptional levels of performance.

Our compliance team combines business experts in the
CSP industry and law enforcement domains with top-class
electronic engineers, software engineers, physicists and
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applied mathematicians. As well as working closely with our
clients to invent, develop and build real-world technology
solutions, we also provide professional business and technical
consultancy together with operational support services.

Time to make a decision

Directive 2006/24/EC is in the process of being signed into
law across all European Union member countries and CSPs
therefore need to move swiftly. Although they are faced with
a significant technical challenge, this challenge will become
more complex if conventional data warehouse or other data
storage technologies are adopted since they are too feature-
rich and expensive for this particular application.

Detica DataRetain™, by contrast, is a cost-effective
compliance solution that enables CSPs to comply fully

with data retention legislation with minimal impact on the
business. While it features highly innovative, state-of-the-
art data storage and retrieval technology, the non-technical
workflow features of the solution are equally important since
it is here where significant operational efficiencies can be
realised. Most importantly, Detica DataRetain™ comes from
Detica, a trusted UK security company with over thirty years
experience of working at the heart of national security and
unrivalled experience in developing data retention solutions
for UK CSPs.

Data retention is now a fact of modern life and CSPs are
faced with a clear decision as they prepare to comply with
the new legislation. Re-use expensive, generic, over-specified
data storage technology or choose a streamlined, low-cost
compliance solution that fully integrates technology with
workflow? It is now time to make that decision.
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The data retention challenge

As terrorists and serious organised criminals exploit
cyberspace to accelerate and facilitate their real-world
crimes, so European Communications Service Providers
(CSPs) are coming under increasing pressure to retain
communications data to enable public authorities

to investigate, detect and prosecute crime. Directive
2006/24/EC, issued by the European Parliament in 2006,
requires mobile and fixed line CSPs to retain records

of all telephone calls and internet data (i.e. internet
access, internet telephony and internet email) for up to
24 months. The Directive also requires CSPs to provide
retained data in a timely manner to law enforcement and
government agencies whilst preserving evidential integrity
and complying with data protection legislation. The
Directive already has been, or will soon be, signed into law
across all European Union member countries.

Although the required data records already exist in CSPs’
estates, they tend to be fragmented across a number of
systems in the ‘switch-to-bill’ chain and the marketing
domain. Locating, correlating and extracting the appropriate
data in response to a law enforcement request is both labour-
intensive and time-consuming. To resolve this, most CSPs will
set up and maintain a separate database in order to comply
with data retention legislation as efficiently and effectively as
possible.

However, this in turn presents new challenges. For a large
CSP, the database will need to store tens of Terabytes of data
for call records alone. When IP data is included, the storage
requirement will increase substantially given the anticipated
growth in IP traffic. In addition to storing a considerable
amount of data (tens or even hundreds of billions of records),
and ensuring secure destruction of the data at the end of
the specified retention period, CSPs will also need to respond
quickly and confidentially to data access requests from

law enforcement and government agencies. There may be
potentially hundreds of such enquiries per day and the most
urgent ones will need to be satisfied in minutes. This growth
in workload cannot easily be serviced manually and will
overwhelm many legacy systems scaled for circuit switched
data only.

CSPs are therefore faced with the task of building and
operating a significant data storage and retrieval system
in order to comply with the new legislation. This has the
potential to become extremely expensive if developed
using conventional data warehouse or other data storage
technologies. In addition to hardware and software costs,
there will also be a sizeable recurring bill for office space,
energy usage and staffing.

Difficult economic conditions, and the fact that data
retention compliance generates no revenue, means there is
a strong business need for CSPs to minimise the capital and
operating costs involved. The need to minimise costs while
fully complying with legislation therefore presents CSPs with
a difficult challenge.

The Detica DataRetain™ compliance
solution

Detica DataRetain™ provides an innovative solution to the
data retention compliance challenge. By combining proven
data compression software with low-cost, off-the-shelf, small
footprint, energy-efficient hardware, Detica DataRetain™
enables CSPs to store billions of data records securely.

By storing all data records and deleting time-expired records
completely automatically, Detica DataRetain™ minimises
time spent on routine system administration. Data records
are available for retrieval within seconds of being stored and
can be retrieved within milliseconds. As well as being fast,
compact and highly secure, Detica DataRetain™ is scalable
to accommodate the growth of IP traffic for the foreseeable
future.

In addition to providing highly efficient data storage and
retrieval capabilities, Detica DataRetain™ forms a seamless
interface between law enforcement agencies and CSP police
liaison units. It features a quick and simple user interface
whose workflow management features can be easily
configured to adapt to your current business processes.

This allows your compliance team to provide top quality,
highly-automated responses to data requests with minimal
disruption to business operations. Any data handed over to
enquirers is fully encrypted via SSL/TLS certification with
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the option of using the ETSI (European Telecommunications
Standards Institute) Data Retention Interface. Detica
DataRetain™ also allows you to offer law enforcement officers
direct, self-service data retrieval in the form of a secure portal
accessed over the Internet. Language options include English,
German, French, Spanish and Italian.

Detica DataRetain™ is a robust, high availability system with
full back-up and disaster recovery achieved by replicating all
data on a secondary system. The system maintains full audit
trail logging of user transactions and system administration
to prevent misuse and assure evidential quality. Software
licensing and support are competitively priced.
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A cost-effective compliance solution:
+ fast, compact and scalable data storage and retrieval

runs on low-cost, off-the-shelf, energy-efficient
hardware

quick and simple to use with highly configurable
workflow management

self-service data retrieval portal for law enforcement
agencies

language options include English, German, French,

Spanish and Italian

competitively-priced software licensing and support




